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Master Service Agreement 

This Master Service Agreement (“MSA”) governs any and all installation, maintenance, and monitoring 
services that ParaTech LLC (“ParaTech”) performs or provides to a Client. All services contracted by 
ParaTech shall be specified in a Service Order Agreement (“SOA”), Project Order Agreement 
(“POA”), and/or a Central Station Alarm Monitoring Agreement (“CSAMA”) executed by the Client 
and ParaTech (collectively the “parties”) upon acceptance of the same. Throughout this MSA the 
SOA, POA, and CSAMA are collectively referred to as the “Agreement”. Once an Agreement is 
executed by the parties, the Agreement automatically becomes a part of and is governed by this 
MSA. The MSA and the Agreement, along with any attached Appendices, (collectively the 
“Contract”) shall have an effective date specified in the Agreement, or if no effective date is 
specified, then upon the earlier of the signing of the Agreement by Client or commencement of 
services by ParaTech to the Client. 

RECITALS 

WHEREAS, ParaTech LLC, located at 5600 Jensen Street, Harahan, Louisiana, 70123, is in the 
business of Technology, Fire and Security, Cyber Security, and Data Forensics services and consulting; 

WHEREAS, Client desires to have ParaTech provide part or all of these services in exchange for 
compensation, all as specified in the Client’s Agreement(s) and/or as invoiced by ParaTech; and 

WHEREAS, ParaTech is willing and qualified to provide such services to Client as specified in the 
Client’s Agreement(s);  

NOW, THEREFORE, Client agrees to hire ParaTech and the Parties hereby agree to the following 
terms and conditions:  

AGREEMENT 

ARTICLE 1 – GENERAL  

1.1  Conflicting Terms. Should there be material conflicting terms and/or conditions between this 
MSA and the Client’s Agreement, the terms of the Agreement shall control, except as to any warranty 
or limitation of liability conditions, termination of the Agreement, and/or the service rates charged. 
In those limited circumstances the terms of this MSA will control, unless the Agreement specifically 
states that it is overriding the conflicting terms and conditions of the MSA. 

1.2  Length and Termination. Unless otherwise specified in the Agreement, a Client Agreement shall 
become effective on the date the Agreement is signed by both parties, and shall remain in effect 
for one 1 year. The Agreement shall automatically renew for one (1) year periods, unless and until 
it is terminated by either Party by providing the other Party with 60 days’ notice in accordance with 
Section 10.1 Notice Requirements of this Agreement. (This clause shall not apply to Project Order 
Agreements, unless said Project Order provides for continuing year to year services, and then this 
term only applies to the services portion of the Project Order.)  

1.3  Independent Contractor Status. Notwithstanding any provision of the Agreement, it is 
understood and agreed by both Parties that in providing the services, ParaTech is serving as an 
independent contractor, and is neither an employee, a partner, joint venturer, nor agent of the Client. 
Neither party shall bind or attempt to bind the other to any contract, and any such contracts entered 
into which are in violation of this provision shall be void and unenforceable. Client will not provide 
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fringe benefits of any kind to ParaTech or its members, employees, agents and other affiliates, 
including health insurance, retirement, paid vacation, or any other employee benefits of any kind. 
As an independent contractor, ParaTech is solely responsible for all taxes, withholdings, and other 
statutory or contractual obligations of any kind, including but not limited to providing workers’ 
compensation insurance.  

As an Independent Contractor, unless the Agreement or an applicable Appendix specifically states 
otherwise, the manner in which the services are to be performed, including but not limited to the 
scheduling of individual tasks and the specific hours to be worked by ParaTech or its employees, 
contractors and affiliates, shall be determined by ParaTech.  

It is further understood that as an independent contractor, ParaTech may have other Clients and 
may provide any services to any third party during the term of the Agreement.  

1.4  Binding Effect. This Contract shall be binding upon, and shall inure to the benefit of, the parties 
hereto and their heirs, legal representatives, personal representatives, administrators, successors, 
employees, subcontractors, and permitted assigns, as the case may be. It is the responsibility of each 
party to insure their employees and subcontractors are aware of and adhere to the terms and 
conditions of this Contract.  

ARTICLE 2 – AGREEMENTS  

2.1  Scope of Services. Beginning on the Effective Date of the Agreement, ParaTech agrees to 
undertake and provide the services described in the Agreement (SOA/POA/CSAMA) and any 
subsequent Agreements executed by the parties (collectively referred to as the Client “Agreement”). 

2.2  Agreements. Orders for specific services shall be placed by execution of an Agreement. When 
executing an Agreement for a specific service, Client acknowledges that Client is solely responsible 
for the accuracy of all information provided to ParaTech. Each Agreement shall be subject to and 
shall incorporate by reference the provisions of this MSA, and shall clearly set forth the type of 
services to be provided, the term, pricing, location(s), any monthly recurring charges (“MRC”), any 
non-recurring charges (“NRC”), additional software, hardware, materials, equipment, and other costs 
or expenses payable by the Client, and any additional specific terms applicable to the performance 
of the services. All Agreements shall be subject to availability and acceptance by ParaTech. An 
Agreement will be deemed accepted by ParaTech on the earlier date of the execution of the 
Agreement by ParaTech and/or the date work and/or service has commenced.  
 
2.3 Commencement of Services. Any contracted service will be considered commenced upon the 
earlier of the scheduling of service(s) by ParaTech, the purchase of hardware, materials, equipment, 
and/or third-party services by ParaTech, and/or the Effective Date or Service Activation Date 
stated in the Agreement.   
 
2.4 Service Activation Date and Term. The Agreement will specify the Service Activation Date 
(“SAD”) for each new service, as specified by ParaTech when accepting the Agreement, and shall 
continue for the period of time (referred to as the “Initial Service Term”) specified in the Agreement 
or until the service has been completed, renewed, or terminated as specified herein. If the Agreement 
is for an ongoing or recurring service and, upon expiration of the Initial Service Term listed in the 
Agreement, the service has not been completed, renewed, or terminated, the Service Term shall 
automatically renew for one (1) year periods until the service(s) is terminated by either Party. 
Termination by either party shall be by written notice at least 60 days prior to the end of the current 
Service Term and as otherwise required herein by Section 10.1 Notice Requirements. Even if 
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terminated, Client shall continue to be responsible for payment to ParaTech for each contracted 
service, through the end of the current Service Term and/or for as long as ParaTech has committed 
to the service provider. Following the Initial Service Term stated in any Agreement or following a 
term renewal date, ParaTech reserves the right to increase rates for said services in any subsequent 
Service Term upon written notice to Client. Any change in rates will automatically apply to any 
subsequent Agreement renewals, unless otherwise agreed in writing by the parties. 
 
Should ParaTech request Client to sign a new contract at the end of a term, such request shall 
constitute notice of termination of the current service agreement. If the client refuses to sign a new 
service agreement but continues to receive services, Client agrees and acknowledges that said 
services will be billed and paid by Client at the highest current service rates of ParaTech and Client 
will not receive any discounts usually provided through signed service agreements.  
 
2.4.a Service Rate Increase. In any service term, including the initial term, ParaTech may increase 
its service rate with a thirty-day notice to Client, based on an increase in the Consumer Price Index 
(CPI) of more than .5% in any three-month period of the current term. A reduction in the CPI shall 
not affect the service rate.  
 
2.5  Service Termination. Unless otherwise specified in the Agreement, if the Client terminates an 
Agreement or particular service without good cause, or if ParaTech terminates an Agreement or 
particular service with cause, and these terminations occur after the Service Activation Date but prior 
to the expiration of the Service Term, the Client shall pay ParaTech an amount equal to the MRC for 
the service(s) for the balance of the Service Term, plus any additional NRC or other charges incurred 
by ParaTech pursuant to the Agreement or particular service, including any and all software, 
equipment, subscription, installation and special construction costs, and any and all other costs and 
fees incurred by ParaTech in connection with providing and/or performing under the Agreement or 
contracted service.  
 
Client acknowledges that the actual damages likely to result from an early termination are difficult 

to estimate on the Effective Date of the Agreement, and therefore, if Client cancels an Agreement 
or particular service before the Service Activation Date, it will pay a cancellation fee equal to any 
and all costs incurred by ParaTech at the time of termination, including any obligations to a third 
party as a result of the Agreement or contracted service, plus an administrative fee equal to the 
lesser of 25% of total costs due, as defined above, or 25% of the Initial Service Term total charge 
for the contracted service. Further, if an Agreement is terminated as described above, Client shall 
be charged full retail price for hardware, materials, and/or equipment purchased by ParaTech and 
Client will lose the benefit of any discount and/or mark down of prices. 

2.6  Assignment and Outside Contractors. ParaTech may, with the prior consent of the Client, 
engage such persons, corporations or other entities as it reasonably deems necessary for the purpose 
of performing services under the Agreement; provided, however, that ParaTech shall remain 
responsible for providing all such services and shall be considered to engage with any third-party 
persons, corporations or other entities on its own behalf. 

2.7  Exclusions. While ParaTech will always make the best possible efforts to provide support and 
troubleshoot issues as requested, the Agreement only applies to the systems and services listed in 
the Agreement. In addition, the Agreement does not cover a) issues caused by Client using 
equipment, software or service(s) in a way that is not recommended by ParaTech; b) issues resulting 
from unauthorized changes made by Client to the configuration or setup of equipment, software or 
services; c) issues caused by Client’s actions that have prevented or hindered ParaTech in performing 
required and recommended maintenance upgrades; d) issues resulting from work performed by 
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Client or any of its contractors other than ParaTech on the systems, software and equipment that 
falls under this Agreement; and (e) issues arising as a result of Client declining ParaTech 
recommended services and/or software, hardware, equipment, etc. 

2.8  Client Responsibilities. Client represents that all information provided to Paratech for purposes 
of quotes, service planning, and project execution is accurate and complete. Client shall be liable 
for all additional costs incurred by Paratech, including additional labor, travel, equipment, materials, 
and vendor charges, resulting from inaccurate, incomplete, or outdated information provided by 
Client. Such additional costs shall be invoiced separately and are due within [30] days. 

Client will use the services provided under the Agreement as intended. Additionally, Client will a) 
notify ParaTech of any issues or problems with said service(s) or covered software, hardware, 
equipment, provided system, etc. in a timely manner; b) provide ParaTech with access to the covered 
software, hardware, equipment, provided system, etc. for the purposes of maintenance, updates 
and fault prevention; c) keep ParaTech informed about potential changes to its relevant systems, 
including the covered software, hardware, equipment, provided system, etc.; and d) maintain good 
communication with ParaTech at all times. 

For all IT and MSP services, it is the Client’s responsibility to know how many “seats”, “licenses”, or 
other units (the “count”) Client is maintaining and being charged for. It is the Client’s responsibility to 
provide any changes to the count to ParaTech in writing and in a timely manner. When Client notifies 
ParaTech of changes to the count, those changes will take effect beginning with the subsequent 
billing period. ParaTech is not responsible for billing discrepancies if the Client does not inform 
ParaTech in writing of changes made to the initial setup. Counts can only be changed once per 
quarter unless otherwise agreed to by ParaTech in writing. 

ARTICLE 3 – BILLING AND PAYMENTS  

3.1  Charges and Billing. Client shall pay all monthly recurring charges (“MRC”) in advance. All 
other charges shall be paid in arrears, unless otherwise specified in the client’s SOA/POA/CSAMA 
or an attached appendix. All charges shall be payable in U.S. Dollars, no later than fifteen (15) 
days from the invoice date (“Due Date”) and shall be exclusive of any applicable taxes and fees. 
All invoices are deemed accepted if not disputed within 10 days of receipt. ParaTech, without notice, 
may suspend services immediately upon Client’s failure to pay any invoice, unless other 
arrangements are made with ParaTech in writing. 

“Charges” means the fees, rates and charges for any services, as specified in the applicable 
Agreement or as otherwise invoiced by ParaTech pursuant to the Agreement. Unless otherwise 
agreed to by the parties in writing, charges for each Agreement or particular service shall begin to 
accrue on the date the service is commenced by ParaTech, as defined in Section 2.3 of this MSA. 
Charges for the services are subject to change, as per Section 2.4 above and/or at any time a 
third-party provider of a service specified in the Agreement increases its charges to ParaTech.  

3.2  Late Payments. If Client is late in making payment, it shall pay a late fee on any late payments 
at the higher of one and a half percent (1.5%) per month or the maximum rate allowed by 
applicable law. If ParaTech uses a collection agency, in-house or outside counsel, to collect a late 
payment or returned payment, Client agrees to pay all reasonable costs of collection or other action, 
and reasonable attorney fees of not less than 25% of the total amount due. These remedies are in 
addition to and not in limitation of any other rights and remedies available to ParaTech under the 
Agreement, by law, or in equity. Client acknowledges and agrees that this Contract, and any goods or 
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services, are provided by ParaTech as an “open account”, pursuant to and to be governed by La. R.S. 
9:2781. 

3.3  Taxes and Other Fees. All Charges for services are exclusive of any taxes and other fees and 
surcharges. Client shall be responsible for payment of all applicable taxes that arise in any 
jurisdiction, including, without limitation, value added, consumption, sales, use, gross receipts, excise, 
access, fuel, convenience, bypass and any other tax on service charges (“Taxes”).  

3.4  Invoice Disputes. To the extent that Client disputes any portion of an invoice in good faith, it 
shall notify ParaTech in writing and provide detailed documentation supporting its dispute within ten 
(10) days of the invoice date or the Client’s right to any billing adjustment shall be waived. In the 
event of a billing dispute, Client shall timely pay all undisputed amounts. If the dispute is resolved 
against Client, Client shall pay such amounts due plus Late Fees as defined in Section 3.2 above. 
Client may not offset disputed amounts from one invoice against payments due on the same or 
another invoice. Any billing adjustment approved by ParaTech shall be credited or debited to Client 
through issuance of a revised invoice. All payments received by ParaTech may be applied to the 
most outstanding invoice due by Client.  

3.5  Fee Changes and Estimates. Fees shall be subject to change by ParaTech upon no less than 
fifteen (15) days’ written notice to Client. Any fee estimates provided by ParaTech to Client, whether 
by proposed Agreement or another proposal method, are for informational purposes only, and may 
differ from the rate(s) ultimately payable by Client pursuant to a subsequent Agreement.  

3.6  Refunds and Cancellations. The fees charged under the Agreement are non-refundable. No 
refunds will be given after ParaTech has commenced work pursuant to this Contract or any 
Agreement. Partial refunds requested prior to commencement of ParaTech’s work may be given at 
ParaTech’s discretion, subject to a cancellation fee and the terms and conditions specified in Section 
2.5 above. 

ARTICLE 4 – LIMITED WARRANTY  

4.1  Limited Warranty. ParaTech warrants, for a period of thirty (30) days following delivery of 
any Services hereunder (the “Warranty Period”) that all Services will be performed in a professional 
manner and in accordance with generally applicable industry standards. ParaTech’s sole liability, 
and Client’s exclusive remedy, for any breach of this Warranty shall be for ParaTech to re-perform 
any deficient services, or, if ParaTech is unable to remedy such deficiency within thirty (30) days of 
notice as per Section 10.1 Notice Requirements, to void the invoice for the deficient services. 
ParaTech shall have no obligation with respect to any Warranty claim if (1) ParaTech is notified of 
such claim after the Warranty Period or (2) the claim is the result of third-party equipment, 
hardware, and/or software issues, the actions or omissions of the Client, the actions or omissions of 
some other party, or is otherwise caused by factors outside the reasonable control of ParaTech.  

The parties acknowledge and agree that this section is a limited warranty and sets forth the only 
warranties made by ParaTech. ParaTech makes no other warranties, express or implied, whether 
written or oral, either in fact or by operation of law, by statute or otherwise, with respect to any 
goods and/or services provided hereunder, including without limitation any implied warranty of 
reliability, usefulness, merchantability, fitness for a particular purpose, noninfringement, or those 
arising from the course of performance, dealing, usage or trade, or any warranties regarding the 
performance of any equipment, hardware, and/or software (including back up and cyber security 
software and systems) provided or installed by ParaTech. Client may have other statutory rights 
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and/or claims against third parties; however, to the full extent permitted by law, the duration of 
statutorily required warranties, if any, shall be limited to the warranty period. 

4.2  Third-Party Warranties. ParaTech will pass through to the Client any third-party warranties 
relating to any goods or services purchased and/or installed by ParaTech on Client’s premises 
and/or equipment. ParaTech will in no way be responsible for any third-party warranties relating 
to any goods or services purchased and/or installed by ParaTech on Client’s premises and/or on 
client’s equipment. 

ARTICLE 5 – LIMITATION OF LIABILITY 

5.1  General (Direct) Damages. 

Client understands and agrees that general or direct damages caused by a breach of this 
agreement by ParaTech are strictly limited to and shall not exceed the total payments made to 
ParaTech by client pursuant to this agreement in the six (6) months immediately preceding the date 
of the breach. This specific limited sum represents ParaTech’s total liability for all of client’s claims, 
whether recurring and/or ongoing or not, for any alleged breach of this agreement. However, this 
limitation shall not apply to personal injury or damage to tangible property caused by the willful 
misconduct or gross negligence of ParaTech.  

5.2   Consequential Damages. 

Client understands and agrees that ParaTech shall not be liable for any indirect, incidental, special, 
or consequential damages (including, without limitation, damages for interruption of services, loss of 
business, loss of profits, loss of revenue, loss of data, or other loss or increased expense of use, 
incurred by client or any third party), whether in an action in contract, warranty, tort (including, 
without limitation, negligence), or strict liability, even if ParaTech has been advised of the possibility 
of such liabilities.  

5.3   Third Party. 

ParaTech shall not be responsible for any problems which may occur as a result of the use of any 
third-party equipment, hardware and/or software. 

5.4   Aggregate Limit of Liability.  

In no event shall the aggregate amount Client may recover from ParaTech under this agreement for 
any and all liability, injuries, claims, losses, expenses or damages, arising out of or in any way 
related to the services provided and/or this contract, from any cause or causes, including but not 
limited to ParaTech’s negligence, errors, omissions, strict liability, indemnity requirements, if any, in 
tort, by statute, and/or in breach of contract or breach of warranty (“Client’s claims”), exceed the 
total payments made to ParaTech by Client pursuant to this agreement in the six (6) months 
immediately preceding the date of the breach. The foregoing sum represents ParaTech’s total 
liability for all of Client’s claims, whether recurring and/or ongoing or not. The limitations set forth 
in this section shall not apply to personal injury or damage to tangible property caused by the willful 
misconduct or gross negligence of ParaTech.  
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5.5   Limitations/Exclusions Independent 

The limitations and exclusions of this Section 5 are intended by the parties to be independent of any 
and all sole and exclusive remedy requirements otherwise found in this agreement. 

ARTICLE 6 – INSURANCE  

6.1  Insurance. Based on the object of each Agreement with a Client, both Parties agree to maintain, 
and ParaTech shall cause its subcontractors to maintain, through a reputable carrier licensed to do 
business in the State of Louisiana, comprehensive liability insurance, including general liability, 
contractual liability, property damage, and a cyber liability policy, (covering  data security, data 
breach liability, and cyber security liability), in commercially reasonable amounts relevant to any 
service, calculated to protect itself and the other party to this Agreement from the consequences of 
a cyber/data security breach, and other claims for damage to property or personal injury, that 
may arise from activities performed or facilitated by the Agreement, whether these activities are 
performed by that Party, its employees, agents, or anyone directly or indirectly engaged or 
employed by that Party or its agents.  

The parties agree to provide satisfactory proof of insurance upon execution of the Agreement, and 
to immediately notify the other in writing of any lapse, cancellation, or modification of the insurance 
coverage required herein.  

ARTICLE 7 – INDEMNITY 

7.1  Release and Indemnification. Each Party agrees to release, indemnify, defend and hold 
harmless (“Indemnifying Party”) the other Party, its directors, officers, employees, and agents, 
successors and assigns (“Indemnified Party”), from and against all claims, losses, expenses, fees, 
damages and liabilities, including reasonable attorney fees and disbursements, costs, and judgments, 
sustained in any action commenced by any third party in connection with the Indemnifying Party’s 
performance of, or failure to perform, its obligations and duties under this Agreement, except for 
those damages, costs, expenses and liabilities arising from the negligence or willful misconduct of 
the Indemnified Party. 

Further, Client shall defend and indemnify ParaTech, for any claims by any third party, including 
any clients and/or customers of Client, arising from services provided by Client that incorporate any 
of the services and/or hardware being provided by ParaTech hereunder. 

Additionally, Client shall defend and indemnify ParaTech, for any claims by any third party, 
including any clients and/or customers of Client, arising from:  (a) the violation of any applicable 
law by the Client or the Client's clients and/or customers; (b) damage to property or personal injury 
(including death) arising out of the acts or omissions of the Client and/or the Client's clients and/or 
customers; (c) termination or suspension of services of Client due to a Client default of this Agreement; 
or (d) the use or misuse of any Service by Client and/or the Client’s clients or customers. 

In all claims for Indemnity under this section, the Indemnifying Party’s obligation shall be calculated 
on a comparative basis of fault and responsibility. Neither party shall be obligated to indemnify 
the other in any manner whatsoever for claims, losses, expenses, or damages resulting from the 
indemnified party’s own negligence. 

7.2  Indemnification Procedures. The Indemnified Party shall promptly notify the Indemnifying Party 
in writing of any such suit or claim, and shall take such action as may be necessary to avoid default 
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or other adverse consequences in connection with such claim. The Indemnifying Party shall have the 
right to select counsel and to control the defense and settlement of such claim; provided, however, 
that the Indemnified Party shall be entitled to participate in the defense of such claim and to employ 
counsel at its own expense to assist in handling the claim, and provided further, that the Indemnifying 
Party shall take reasonable steps and use reasonable caution not to take any action in defense or 
settlement of the claim that would negatively impact the Indemnified Party. The Indemnified Party 
shall provide cooperation and participation of its personnel as required for the defense at the cost 
and expense of the Indemnifying Party. 
 
ARTICLE 8 – CONFIDENTIALITY, INTELLECTUAL PROPERTY, AND DATA PROTECTION 

8.1  Confidentiality. Each Party acknowledges that, in connection with the Agreement, it may be 
furnished with, or given access to, certain confidential and/or proprietary information of the other 
Party (“Initial Disclosing Party”), and that, subject to the provisions of this section, such information 
shall not be disclosed by the Party receiving the information (“Receiving Party”) to any third party, 
and shall not be used by either Party for purposes other than those contemplated by the Agreement.  

8.2  Information Subject to Confidentiality. Confidential Information may include, but is not limited 
to, the following: 

• This MSA and any related Agreement, including but not limited to any invoices, billing 
statements, and/or other correspondence between the parties, whether through emails, text 
messages, or other forms of communication. 

• Any materials regardless of form furnished by either Party to the other for use;  

• Any information furnished by any Party that is stamped “confidential,” “proprietary,” or 
with a similar legend, or any information that any Party makes similar reasonable efforts 
to maintain secret; 

• Any business or marketing plans, strategies, customer lists, operating procedures, design 
formulas, know-how, processes, programs, software, inventories, discoveries, improvements 
of any kind, sales projections, strategies, pricing information; and other confidential trade 
secrets, data and knowledge of either Party; 

• Any information belonging to employees, agents, members, shareholders, owners, customers, 
suppliers, vendors, contractors, business partners and affiliates of either Party; 

• Any non-public inventions the rights to which have not been assigned to the Party receiving 
the information;  

• Any non-public and proprietary technical information belonging to either Party, the rights 
to which have not been assigned to the Party receiving the information. 

• Any specific proprietary information either Party specifies in the Agreement or attached 
Appendices. 
 

and other proprietary information owned by either Party, (collectively “Confidential Information”), 
which are valuable, special and/or unique assets of that Party.  

Any templates, schematics, processes or technical documentation provided by ParaTech shall be 
deemed Confidential Information and proprietary information of ParaTech without any marking or 
further designation. Client may use such information solely for its own internal business purposes. 
 
ParaTech shall maintain the confidentiality of information in its possession regarding individual 
protected health information in accordance with applicable law, and shall not release such 
information, to any other person or entity, except as required by law. 
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8.3  Non-Disclosure. Neither Client nor ParaTech will disclose or use, either during or after the term 
of this Contract, in any manner, directly or indirectly, any such Confidential Information of the other 
Party, for their own benefit or the benefit of any third party. Neither Party will use, share, divulge, 
disclose or communicate in any manner whatsoever any Confidential Information to any third party 
without the prior written consent of the other Party, except to the extent specifically permitted under 
this Contract, Agreement, or required by law, with notice to the other party.  

Both Parties will protect all Confidential Information of the other, and will treat it as strictly 
confidential, unless and until: a) said information becomes known to third parties not under any 
obligation of confidentiality to the party whose confidential information is at issue (“Initial Disclosing 
Party”), or becomes publicly known through no fault of the other party (the “Receiving Party”); or b) 
said information was already in the Receiving Party’s possession prior to its disclosure, except in 
cases where the information has been covered by a preexisting Confidentiality Agreement; or c) 
said information is subsequently disclosed by a third party not under any obligation of 
confidentiality to the Initial Disclosing Party; or d) said information is approved for disclosure by 
prior written consent of the Initial Disclosing Party; or e) said information is required to be disclosed 
by court order or governmental law or regulation, provided that the Receiving Party gives the Initial 
Disclosing Party prompt notice of any such requirement and cooperates with the Initial Disclosing 
Party in attempting to limit such disclosure; or f) said information is proven independently developed 
by the Receiving Party without recourse or access to the information; or g) disclosure is required in 
order for a party to comply with its obligations under this Agreement, provided that prior to 
disclosure, the Receiving Party gives the Initial Disclosing Party prompt notice of any such requirement 
and cooperates with the Initial Disclosing Party in attempting to limit such disclosure. 

A violation of this paragraph shall be a material violation of this Contract. 

8.4  Employees and Agents. The Parties further agree to disclose the Confidential Information to 
their officers, directors, employees, contractors and agents (collectively, the "Agents") solely on a 
need-to-know basis and represent that such Agents have signed appropriate non-disclosure 
agreements and/or that the Party receiving Confidential Information has taken appropriate 
measures imposing on such Agents a duty to (1) hold any Confidential Information received by such 
Agents in the strictest confidence, (2) not to disclose such Confidential Information to any third party, 
and (3) not to use such Confidential Information for the benefit of anyone other than the party to 
whom it belongs, without the prior express written authorization of the party disclosing same. 

8.5  Unauthorized Disclosure of Confidential Information. If either party to this Contract discloses 
or threatens to disclose the other party’s Confidential Information to another party or to the Initial 
Disclosing Party’s detriment or damage, in violation of this Contract, the parties hereby acknowledge 
and agree that the Initial Disclosing Party will suffer irreparable damage and shall be entitled to 
an award by any court of competent jurisdiction of a temporary restraining order, preliminary 
injunction, and/or a permanent injunction, without bond,  to restrain the Receiving Party from such 
unauthorized use or disclosure, in whole or in part, of such Confidential Information, and/or from 
providing services to any party to whom such information has been disclosed or may be disclosed.  

The Receiving Party further agrees to reimburse the Initial Disclosing Party for any damage, loss, or 
expense incurred as a result of the infringement, including but not limited to court costs and 
reasonable attorney fees, incurred by the Initial Disclosing Party in enforcing the provisions of this 
Agreement, in addition to any other damages which may be proven. 
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The parties shall not be prohibited by this provision from pursuing other remedies, including a claim 
for losses and damages. 

8.6  Intellectual Property (IP).   

8.6.1 Ownership. All software, configurations, documentation, processes, methodologies, and 

technical solutions developed or customized by ParaTech ("ParaTech IP") remain the exclusive 

property of ParaTech. Client receives only a non-transferable license to use ParaTech IP solely for 

Client's internal business purposes during the Agreement term. 

8.6.2 Client Data vs. ParaTech IP. While Client retains ownership of its business data, ParaTech owns 

all system configurations, custom scripts, network designs, security implementations, and technical 

documentation created in providing services. 

8.6.3 Return of Materials. Upon termination, Client must return or destroy all ParaTech proprietary 
materials and documentation.  

8.6  Data Protection.  The Parties acknowledge that ParaTech may have access to certain of Client’s 
computers, communications systems, security systems, camera systems, and networks for the purposes 
set forth in the Agreement.  If any data is made available to or accessible to ParaTech, its 
employees, agents or contractors, pertaining to Client’s business or financial affairs, or to Client’s 
projects, transactions, clients, customers, partners, vendors or any other person or entity, ParaTech 
will not store, copy, analyze, monitor or otherwise use that data except for the purposes set forth in 
the Agreement and/or any Appendix. ParaTech will comply fully with all applicable laws, 
regulations, and government orders relating to Personally Identifiable Information (“PII”) and data 
privacy with respect to any such data that ParaTech receives or has access to under this Contract or 
in connection with the performance of any Service for Client.  ParaTech will otherwise protect PII 
and will not use, disclose, or transfer such PII except as necessary to perform under this Agreement 
or as specifically authorized by the data subject or in accordance with applicable law.  To the extent 
that ParaTech receives PII related to the performance of this Agreement, ParaTech will protect the 
privacy and legal rights of Client’s personnel, clients, customers and contractors.  

ARTICLE 9 – DEFAULT  

9.1 Default by Client. Client is in default of the Agreement if it (a) fails to cure any monetary breach 
within fifteen (15) days of receiving notice of the breach from ParaTech; (b) fails to cure any non-
monetary breach of any terms of the agreement within thirty (30) days of receiving notice of the 
breach from ParaTech; or (c) files or initiates proceedings or has proceedings filed or initiated 
against it, seeking liquidation, reorganization or other relief (such as the appointment of a trustee, 
receiver, liquidator, custodian or such other official) under any bankruptcy, insolvency or other similar 
law (each such event shall be a “Client Default”). Client default includes failure to maintain minimum 
security standards as outlined in Section 19.0, regardless of whether such failures result in immediate 
monetary harm. 
 
9.2  Suspension for Default. In the event of a Client Default, ParaTech may suspend one or all 
Services to Client until Client remedies the Client Default, or ParaTech may terminate the Contract 
and/or terminate one or all of the Services being provided to Client under the Contract or any other 
Agreement with Client at ParaTech’s discretion. At any time and at ParaTech’s sole discretion, 
ParaTech may cure a non-monetary breach of the Agreement, without obligation and at Client’s 
expense. If chosen, ParaTech shall subsequently invoice Client for curing the non-monetary breach 
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of the Agreement. These remedies are in addition to and not a substitute for all other remedies 
contained in the MSA and/or the Contract as a whole, or which are available to ParaTech at law 
or in equity.  
 
9.3  Default by ParaTech. ParaTech is in default of the Agreement if ParaTech fails to cure any 
non-monetary breach of any material term within thirty (30) days of receiving written notice of the 
breach from the Client (“ParaTech Default”); provided, however, that the Service-related failure or 
degradation in performance is not the result of a Client Default, as defined herein. In the event of 
a ParaTech Default, Client may terminate the service(s) at issue and any other service materially 
affected by the ParaTech Default, with written notice to ParaTech. Any termination of a service for 
ParaTech Default, shall not relieve Client of its obligations to pay all charges incurred thereunder 
prior to such termination, including but not limited to any service, not the subject of the default, but 
which requires Monthly Recurring Charges.  Any dispute between the parties regarding defaults 
shall be handled pursuant to Section 3.4 above and any other applicable provisions of the MSA 
and/or applicable Agreement. 
 
It is agreed that the Client’s sole and exclusive remedies for any ParaTech Default are limited by 
this section and Articles 4 and 5 above, entitled “Limited Warranty” and “Limitation of Liability”, 
respectively, or as otherwise limited by any other provision(s) of the MSA or applicable Agreement. 
 

ARTICLE 10 – MISCELLANEOUS 

10.1  Notice Requirements. All notices and other communications required or permitted under this 
Agreement shall be in writing, and shall be deemed delivered when sent by e-mail to the “Notice 
Email” and/or “Contact” specified in the Agreement, or forty-eight (48) hours after being deposited 
in the United States mail as certified or registered U.S. mail with postage prepaid, addressed to 
the address of the Party, and designated as the “Notice Address” and/or “Contact Address” 
specified in the Agreement. It is the responsibility of the parties to notify each other within ten (10) 
days of any changes to the “Contact” and/or Notice Email or Notice Address designated in the 
Agreement, and any such notice must be provided in accordance with this section.  

10.2  Entire Agreement. This MSA and any Agreement, together with any and all appendices, 
attachments, schedules, exhibits, and/or other documents that are incorporated by specific reference 
therein, constitute the entire agreement between the Parties, represent the final expression of the 
Parties’ intent and agreement relating to the subject matter thereof, contain all the terms and 
conditions that the Parties agreed to relating to the subject matter, and replaces and supersedes all 
prior discussions, understandings, estimates, proposals, agreements, negotiations, e-mail exchanges, 
correspondence, etc., and any and all prior written agreements between the Parties. 

10.2(a)  Changes to the Agreement. Any changes to the terms and/or conditions of the Agreement, 
after commencement of work by ParaTech, shall only take place upon the execution and acceptance 
of a subsequent and/or revised Agreement and/or Appendix to an Agreement, or other written 
agreement, signed and dated by the parties. Any such changes shall take effect on the Effective 
Date designated on the amending document or as otherwise provided in the provisions of Article 2 
of the MSA. 

10.2(b) Changes to the MSA. ParaTech shall keep posted on its website the current Master Service 
Agreement. ParaTech may from time to time make amendments to the Master Service Agreement. 
Said amendments will automatically become part of the client’s current contract, unless the 
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amendment materially changes the agreement. In such a case, the amendment shall become part of 
the client’s contract upon the next renewal term of the contract. 

10.3  Severability. If any provision of the Contract is declared by any court of competent jurisdiction 
to be illegal, void, unenforceable or invalid for any reason under applicable law, the remaining 
parts of the Contract shall remain in full force and effect and shall continue to be valid and 
enforceable. If a court finds that an unenforceable portion of the Contract may be made 
enforceable by limiting and/or amending such provision, then such provision shall be deemed written, 
construed and enforced as so limited and/or amended. 

10.4  Successors and Assigns. Client shall not transfer or assign, voluntarily or by operation of law, 
its obligations under the Contract without the prior written consent of ParaTech. The Contract may 
be assigned by ParaTech on only three occasions: (1) by written consent from the Client, (2) pursuant 
to a merger or change of control of ParaTech, or (3) to an assignee of all or substantially all of 
ParaTech’s assets through a sale or other such transaction of transfer. Any purported assignment in 
violation of this section shall be void. 

10.5  Survival. All provisions that logically ought to survive termination of the Contract, including 
but not limited to applicable Warranties, Limitation of Liability, Indemnity, Choice of Law, Forum 
Selection, and Confidentiality provisions, shall survive the expiration or termination of the Contract. 

10.6.  No Waiver of Rights and Remedies. The failure of any Party to insist upon strict compliance 
with any of the terms, covenants, duties, agreements or conditions set forth in the Contract, or to 
exercise any right or remedy arising from a breach thereof, shall not be deemed to have waived 
the right to enforce strict compliance with the Contract or obtain the rights and remedies from a 
breach thereof, subsequent to the failure(s) and as provided for by the Contract.  

10.7.  Force Majeure. Either Party who fails to timely perform their obligations under the Contract 
(“Nonperforming Party”) shall be excused from any delay or failure of performance required 
hereunder if caused by reason of a Force Majeure Event as defined herein, as long as the 
Nonperforming Party complies with its obligations as set forth below. 

For purposes of this Agreement, “Force Majeure Event” means any event, circumstance, occurrence 
or contingency, regardless of whether it was foreseeable, which is a) not caused by, and is not within 
the reasonable control of, the nonperforming Party, and b) prevents the Nonperforming Party from 
its obligations under the Contract. Such events may include, but are not limited to: acts of war; 
insurrections; fire; laws, proclamations, edicts, ordinances or regulations; strikes, lock-outs or other 
labor disputes; riots; explosions; and hurricanes, earthquakes, floods, and other acts of nature. 

The obligations and rights of the Nonperforming Party so excused shall be extended day to day 
for as long as the qualifying event prevents said party from performing under this Agreement. When 
such events have abated, the Parties’ respective obligations under the Contract shall resume. In the 
event that the interruption of the Nonperforming Party’s obligations continues for a period in excess 
of thirty (30) days, either Party shall have the right to terminate the Contract upon ten (10) days’ 
prior written notice to the other Party. However, Client shall continue to be responsible for any recurring 
third party service charges until such time as the service can be cancelled by ParaTech. 

Upon occurrence of a Force Majeure Event, the Nonperforming Party shall do all of the following: 
a) immediately make all reasonable efforts to comply with its obligations under the Contract; b) 
promptly notify the other Party of the Force Majeure Event; c) advise the other Party of the effect 
on its performance; d) advise the other Party of the estimated duration of the delay; e) provide the 
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other Party with reasonable updates; and f) use reasonable efforts to limit damages to the other 
Party and to resume its performance under the Contract. 

10.8  Choice of Law. The Contract shall be governed and construed in accordance with the laws of 
the State of Louisiana, Parish of Jefferson, excluding that State’s choice-of-law principles, and all 
claims relating to or arising out of the Contract, or the breach thereof, whether sounding in contract, 
tort or otherwise, shall likewise be governed by the laws of the State of Louisiana, Parish of 
Jefferson, excluding that State’s choice-of-law principles.  

10.9 Choice of Forum. The Parties hereby agree that all demands, claims, actions, causes of action, 
suits, proceedings, including any arbitration, mediation and/or litigation between the parties, to the 
extent permitted under the Contract and arising out of same, shall be filed, initiated, and conducted 
in the State of Louisiana, Parish of Jefferson. Unless the provisions of the Contract exclude litigation 
as a remedy in a particular dispute between the Parties, it is hereby agreed that any litigation 
arising out of the Contract must be filed and litigated in an appropriate state court, parish court, or 
justice of the peace court, (depending on the dollar amount of dispute) located in the State of 
Louisiana, Parish of Jefferson. In connection with the foregoing, to the extent that litigation is a 
permissible method of dispute resolution under the Contract, each Party hereby consents and submits 
to the exclusive jurisdiction of those courts for purposes of any such proceeding, and waives any 
claims or defenses of lack of jurisdiction or proper venue, with the sole exception as to the 
jurisdictional limit on damages of said courts. 

10.9(a)  No Arbitration. The Parties hereby agree that any demands, claims, actions, causes of 
action, suits, proceedings, or other claims of any kind, between the parties, to the extent permitted 
under the Contract and arising out of same, shall NOT be brought to Arbitration, except by written 
consent of the parties. 

10.10  Attorney Fees. In the event that any suit or action is instituted to resolve a dispute pertaining 
to matters covered under the Contract, or enforce any provision thereof, the prevailing Party in any 
such dispute or proceeding shall be entitled to recover from the losing Party all fees, costs and 
expenses of enforcing any right of such prevailing Party under or with respect to the Contract, 
including without limitation, all reasonable fees and expenses of attorneys, experts, and accountants, 
court costs, and expenses of any appeals. 

10.11  Headings Not Controlling.  Headings used in the MSA, Agreements, and Appendices are for 
reference purposes only and shall not be used to modify the meaning of the terms and conditions of 

the Contract. 
 

10.12.  Counterparts. The Parties agree that the Contract may be executed in counterparts, each 

of which shall be deemed an original, and all of which together shall be deemed one and the same 

Contract. The Parties further agree that e-signatures carry the same weight and effect as traditional 

paper documents and handwritten signatures; therefore, the Contract may be electronically signed 

via any e-signature service compliant with the Electronic Signatures in Global and National 
Commerce (ESIGN) Act and the Uniform Electronic Transactions Act (UETA) as of the Effective Date 

of the Contract. Client specifically acknowledges and agrees that this MSA is made an integral part of 

the overall Contract between Client and ParaTech upon signing and execution of an Agreement. 
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ARTICLE 11 – ADDITIONAL SERVICE TERMS and CONDITIONS  

1. Service Definitions 

a) “Network Equipment Support” shall consist of all labor related to maintaining configuration, 
logging (if possible and appropriate), and monitoring of network equipment, including 
routers, firewalls, switches, spam filters, and other equipment used to move, monitor, or 
intentionally affect Ethernet traffic on Client’s local and wide area network. Network 
Equipment Support shall also consist of working with Client’s Internet service provider(s) to 
maintain proper configuration of Internet equipment at Client’s office, whether owned by 
Client or Client’s ISP. ParaTech will provide all service that is not provided onsite related to 
these products.  

 
b) “Server Support” shall consist of all labor related to maintaining Client’s server operating 

system, any programs included in the operating system, backup software, virus scanning 
software, hard disk defragmentation software. Client agrees that Client will maintain 
separate service agreements with these software vendors, if any, which are not covered 
under the Contract. ParaTech will coordinate or provide all support service related to these 
products. 
 

c) “Virtual Server Support” shall consist of all labor that is related to maintaining the support 
of any virtual servers. ParaTech will provide all support service related to these products. 
 

d) “Server Specialized Software” shall consist of all labor and support related to maintaining 
the support of these Server Applications (such as, SQL, Exchange, etc.). The Client will have 
an ongoing maintenance plan for support for these products, and ParaTech will provide all 
service related to these products including vendor management. 

 
e) “Workstation Support” shall consist of all labor related to maintaining the computer 

operating system, any programs included in the operating system, Microsoft Office 
products, virus scanning software, and programs installed after the operating system by the 
IT support team on User devices.  
 

f) “Phone System Support” shall consist of all labor that is related to working with the 
telephony vendor to troubleshoot network connectivity for the phone system. 
 

g) “Camera System / Access Control Support” shall consist of all labor that is related to 
working with the security vendor to troubleshoot network connectivity for these systems. 
 

h) “Remote Support” shall consist of all labor that does not require a site visit.  Remote support 
shall be billed at the same rates as “Onsite Work” and either deducted from “Onsite Work” 
time or invoiced as appropriate, or as specified in the appropriate Appendix. 
 

i) “Regular Onsite Work” shall consist of any scheduled service work, as defined by the 
Contract, or as specified in the appropriate Appendix, performed on location during normal 
business hours and scheduled maintenance windows. 

 
j) “Additional Onsite Work” shall consist of any scheduled service work performed in addition 

to the Regular Onsite Work and performed during normal business hours. 
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k)  “Emergency Onsite Work” shall consist of any non-scheduled work performed outside of 
regular business hours, including any ParaTech, Federal or Client holidays. 
 

l) “Support Ticket System” consist of ParaTech’s system used to document Client requests for 
assistance with services through the creation of tickets. 

   
m) “Vendor Management” shall consist of any remote work performed that involves 

troubleshooting issues by vendors of products and services that the Client utilizes.  Client is 
required to maintain any maintenance agreements required for support of third-party 
software not supplied by ParaTech and the Contract. 

 
2. ParaTech Service Rates  
 

ParaTech, LLC will provide product installation, maintenance, and/or other 
contracted services at the following billing rates, unless otherwise specified in an 
attached Appendix. Further, ParaTech has sole discretion in deciding whether to 
charge the listed accelerated rates for After Hours and Overnight/Holiday services, 
and any decision not to invoice higher rates does not prevent ParaTech from doing 
so on future invoices.  
 
Time of Service      Rates  
Regular Business Hours      Onsite: $150 / hour 
Monday –Friday, 8:00am –5:00pm    Remote: $150 / hour   
 
After Hours       Onsite: $225 / hour 
Monday –Friday, 5:00pm –11:00pm    Remote: $225 / hour 
Saturday, 9:00am –5:00pm         
 
Overnight /Holidays     Onsite: $300 / hour 
Monday –Friday, 11:00pm –8:00am    Remote: $300 / hour 
Saturday 5:00pm –Monday 8:00am    
 

3. Additional Machines. If applicable, Client may add or remove services for additional servers, 
desktop PCs, laptops or other technology equipment by contacting ParaTech through the Support 
Ticket System, email or phone call to the support desk. Client agrees to keep an accurate list of all 
units covered under this agreement and to provide this list to ParaTech upon request. Further, 
ParaTech has the right to audit client’s system for additionally installed technology and other 
maintenance or support requirements. 
 
4. Software Updates.  If applicable, maintaining the systems described above shall include applying 
all appropriate software and operating system updates in a reasonable amount of time by 
ParaTech. ParaTech shall determine when software updates are appropriate and what constitutes 
a reasonable amount of time through consultation with the Client’s IT and Management to establish 
a mutually agreeable maintenance window. 
  
If the Client insist on updates that ParaTech considers inappropriate or the Client wishes to have 
updates applied before ParaTech deems them safe for application, ParaTech is not responsible for 
the consequences of such actions and Client may be charged according to the applicable rates for 
all labor related to the consequences of such actions. 
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Further, if Client performs or allows anyone other than ParaTech to perform any maintenance on 
Client’s equipment maintained under the Contract, unless otherwise agreed to in writing by ParaTech, 
ParaTech is not responsible for the consequences of such actions and Client may be charged the 
applicable rates for all labor related to the consequences of such actions. 
 
5. Anti-Virus software. If included in the Agreement, ParaTech will provide anti-virus protection on 
all workstations and server(s) during the term of the Agreement. If the client cancels the Agreement, 
in whole or in part, with or without cause, during the anti-virus subscription, Client agrees the balance 
on the anti-virus subscription shall become immediately due and payable by Client, with said amount 
to be billed on the subsequent invoice. Additionally, the Client agrees that this term and condition 
shall apply to any subscription for any work station or other device covered under the Agreement, 
including Office365.  
 
6. Gateway Protection Software.  If included in the Agreement, ParaTech will provide Gateway 
Security Protection for the Client.  This is an additional layer of protection at the router/gateway 
device.  If the Client cancels the Agreement, with or without cause, before the end of one calendar 
year of its implementation, then the client will be charged for the cost of the Gateway Protection 
Software and/or hardware.  The Client will need to supply the gateway protection device if none 
is onsite and purchase of the same is not included in the Agreement. 
 
8. Monitoring Software. If applicable and in order to assist in providing services to the Client, 
ParaTech shall install remote monitoring and management software on Client’s servers, desktop 
computers, laptops, and possibly other equipment at Client’s office and/or other business location. 
Client grants permission for ParaTech to install remote monitoring and management software. Client 
acknowledges that this data as well as any alerts will be accessible by ParaTech’s staff. Any data 
and/or PII information accessible through the remote access described herein, is subject to the non-
disclosure agreements contained in the Contract. 
 
9. Offsite Backup Protection and Images.  If applicable, ParaTech will backup data to redundant 
offsite locations as per the terms of the Agreement. These images may have, depending on the level 
chosen by the Client, the ability to be cloud accessible in the event of an emergency. In some cases, 
the accessibility and usage of the servers in a cloud setting will incur additional charges based on 
the metrics used, for example: energy, data transport, processor cycles etc. Client agrees to pay 
these additional charges at ParaTech’s cost + 15%, or as specified in the appropriate Appendix.  
If the Client cancels the Agreement and/or service, with or without cause, before the end of one 
calendar year of its implementation, then the client will be charged for the cost of the offsite backups 
based on Data storage for the remainder of the Agreement term.  ParaTech offers no guarantees 
or warranties, express or implied, as to the system availability and functionality during any phase 
of its support services and makes no guarantees or warranties, expressed or implied, regarding the 
ability to resolve computer-related problems, to recover data, or to avoid losing data that is not 
under ParaTech’s direct control. 
 
10. Response Time. ParaTech will always attempt to resolve issues as quickly as possible and all 
response times are specified in the Agreement.  
 
11. Disaster Recovery Guarantee 
ParaTech guarantees in the event of a hardware failure, OS security exploitation, or a server-side 
virus infection you will not be billed for the labor required to restore your server to the point 
provided by the last known good and available backup. Furthermore, the Client reserves the right 
to request that the disaster recovery service be delivered during business hours, nights, and/or 
weekends. ParaTech will attempt to the best of its available resources to meet the Client’s scheduling 
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requests. Client acknowledges that hardware may need to be purchased for any repair and/or 
recovery and that the costs shall be paid by Client. Client shall have the option to purchase the 
hardware or have ParaTech purchase the hardware and invoice the Client for the same. If the Client 
provides the repair/recovery part(s), ParaTech will not be responsible for inaccurate, broken or 
otherwise unusable part(s). All terms and conditions of warranty and limited liability, specified 
herein, apply to any repair and/or recovery work performed by ParaTech. 
 
11.1. Scheduled Maintenance Windows 
 
ParaTech will regularly install patches and critical updates to your network to help ensure that you 
are guarded against the latest vulnerability threats. For many of these updates to be installed 
properly your server must be restarted. ParaTech will restart your servers, as necessary, between 
our regular maintenance window of 6:00 P.M. and 4:00 A.M., at a mutually agreed upon time. If 
the expected downtime is greater than 30 minutes, then ParaTech’s Managed Services staff will 
contact you to inform you of the outage. You reserve the right to request that ParaTech reschedule 
the outage to align with your business needs 24 hours prior to the scheduled maintenance window. 
 
11.2 Qualifications for D.R.G. 
 
For the Client to be covered by ParaTech’s Disaster Recovery Guarantee, Client’s environment must 
comply with all of the requirements listed in Appendix D attached to the Agreement. The Agreement 
must contain an executed checklist (Appendix D), dated and signed by a representative of ParaTech 
LLC or the Client is not covered by the guarantee. 
 
The checklist items include but are not limited to the following: 
 

- Server hardware is under current warranty coverage from vendor (i.e., Dell, HP, IBM, or 

equivalent). 

- Operating system is the latest supported OS, i.e., Windows 10, Windows 2016 Server or 

later. 

- Client network is protected by ParaTech approved hardware-based firewall from Cisco, 

SonicWall, Watchguard, Fortinet or equivalent, and is running the latest firmware. 

- Server file system and email-system (if applicable) is protected by licensed and up-to-date 

virus protection software from Comodo, Symantec, CA, or other industry Standard AV 

vendors.  

- Server/workstation is connected to a working UPS (or Multiple if dual PS). 

- If Client performs or allows anyone other than ParaTech or Client IT department (if any) to 

perform any maintenance on any of these machines, ParaTech is not responsible for the 

consequences of such actions and Client may be charged a Regular Consulting Hours or 

Extended Consulting Hours charge, as the case may be, for all labor related to the 

consequences of such actions. 

- Recovery coverage assumes data integrity on the client’s backup media ParaTech does not 

guarantee the integrity of the backups or the data stored on the backup media. Under this 
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coverage ParaTech will restore the server to the point of the last successful backup. If the 

server/workstation or its applications require additional configuration beyond the data 

provided by the latest backup, ParaTech will bill this portion at its standard Time and 

Materials rates. 

- Client provides all Software installation media and key codes in the event of a failure. 

- Appliance Management Software system will be kept under maintenance. 

 
11.5 Disaster Recovery Service Exclusions 
 
ParaTech reserves the right to bill for labor incurred during a server recovery if circumstances 
surrounding the customer’s server failure meet the following conditions in whole or in part: 
 

a. Customer does not have an executed DRG checklist attached to the Client’s 
agreement. 

b. Customer fails to maintain and/or adhere to all of the requirements outlined in the 
DRG checklist, and/or the terms and conditions of the entire agreement. 

c. An environmental failure event renders any hardware unusable. 
d. The occurrence of a Force Majeure event, including but not limited to Acts of God, 

government regulation, labor strikes, natural disaster, and/or national emergency. 
e. Any act or omission on the part of any third party, other than ParaTech, relevant to 

the Contract between the parties. 
 

11.6 Disaster Recovery Limitation 
 
ParaTech's Disaster Recovery Guarantee covers only technical restoration to last known backup. 
ParaTech is not responsible for: 
- Business operational losses during outages 
- Data created between backup intervals 
- Costs of temporary business solutions 
- Revenue losses from system downtime 
- Third-party service restoration delays. 
 
12.0 Enhanced Cyber Security and Data Breach Provisions 
 

If Client experiences a data breach or security incident: a) Client must immediately notify 

ParaTech within 24 hours b) ParaTech's liability is limited to re-performing affected 

services c) Client is responsible for all breach notification costs, legal fees, credit 

monitoring, and regulatory compliance d) If breach results from Client's failure to follow 

ParaTech security recommendations, Client bears all costs and liability. 

 

Cyber Security Compliance -  Client acknowledges that cyber security requires ongoing 

vigilance. ParaTech's security recommendations in Section 19.0 are incorporated by 

reference. Client's failure to implement recommended security measures releases ParaTech 

from security-related liability claims.  
 
 
 



  PARATECH 

Page 24 of 27 

 

13.0 Technology Evolution and End-of-Life Protection 
 
When software/hardware vendors discontinue support, ParaTech may require Client to upgrade or 
replace systems. Client has 90 days to approve vendor-required upgrades or ParaTech may 
terminate affected services. ParaTech is not responsible for security or functionality issues with 
unsupported legacy systems.  Upgrade costs are Client's responsibility unless separately contracted 
for in writing. 
 
14.0 Vendor Relationship and Third-Party Changes 
 
ParaTech may change third-party vendors (software, hardware, cloud services) at anytime upon 
notice to client. If vendor prices increase ParaTech shall pass through increases to Client, even if in 
the middle of a service term. Client must accept vendor license agreement changes or ParaTech may 
terminate affected services. ParaTech is not liable for third-party vendor service interruptions or 
policy changes. 

 
15.0 Remote Access and Security Protocols 
 

Client grants ParaTech perpetual authorization to remotely access Client systems for: 

- Monitoring and maintenance 

- Emergency response 

- Security updates 

- Performance optimization 

Client cannot revoke this access without terminating services. All remote access is subject to 
confidentiality provisions. 

 
16.0 Regulatory Compliance Responsibility 
 

16.1 Client Compliance Responsibility. Client is solely responsible for determining and maintaining 
compliance with all applicable laws, regulations, and industry standards (HIPAA, SOX, PCI-DSS, 
etc.). 

16.2 ParaTech Advisory Role. ParaTech may provide general security guidance but does not 
warrant compliance with specific regulations. Client must engage appropriate legal/compliance 
counsel. 

16.3 Compliance Costs. All compliance-related work, audits, certifications, and documentation are 
billable at standard rates unless separately contracted. 

 
17.0 Artificial Intelligence and Emerging Technology 
 

ParaTech may recommend or implement AI tools, cloud services, or emerging technologies to improve 
service delivery. Client consent to such implementations is implied unless Client objects in writing 
within 10 days of notification. Client bears all licensing and operational costs for emerging 
technology implementations. 

 
18.0 Termination and Transition Provisions 

Upon termination: 
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a) ParaTech will provide up to 30 days of transition assistance at premium rates. 

b) Client must engage replacement vendor within 30 days or ParaTech may cease all support. 

c) ParaTech retains all passwords, configurations, and proprietary settings unless Client pays 
transition fees. 

d) Emergency support during transition is available at 3x standard rates or as otherwise agree to 
by ParaTech LLC. 

 

19.0 ParaTech Risk Acceptance Notification 

 
Client acknowledges that in order for ParaTech to comply with our Cyber Liability Errors 
& Omissions Insurance Policy, we must recommend that your organization have certain 
IT service offerings in place: 
 

• Advanced Endpoint anti-virus, malware and ransomware endpoint protection 
should be on all desktops, laptops, tablets and servers. Advanced Endpoint 
detection systems should also include the ability to protect against file-less 
and script based attacked. 

 

• Ensure that all security or product related patches are installed in a timely 
manner and are actively being monitored for any new patches. 

• Networks should be protected by a business grade firewall with a 
comprehensive security subscription including intrusion prevention systems 
and that the subscription is actively licensed at all times and is downloading 
and applying new signatures as they are made available. 

 

• If a server is in place, a BDR (Backup & Disaster Recovery device) MUST be 
in place, actively backing up at a minimum nightly both onsite and offsite in 
a secured compliant facility. Quarterly test restores should take place with a 
documented record of success of restores and nightly backups. 

o If no server is in place, at a minimum critical data must be backed 
up daily, is monitored for success/failures, and quarterly test 
restores should take place. 

 

• A security and network assessment must be completed annually at a minimum. 
 

• Business grade spam filtering services used in conjunction with either onsite 

email or 3rd party hosted email. 

o Email must be either internal exchange server OR Business Gmail OR 

Office 365. 
o Email must be included in backups either as critical data, BDR or 

through cloud backup specifically for Business Gmail or Office 365. 
 

• Password Policy must be outlined, following current NIST 
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recommendations and be implemented. At no time can ANY passwords 
be stored on a document or spreadsheet. A Password Manager should 
be in place if the client wants to store passwords on a desktop, laptop or 
server. 

 

• Ongoing security awareness training should include any user who has a 
device that accesses the network either internally or via an external 
connection. This training should include both online and in person training, 
should be mandatory, and reported on. 

• Multi-factor authentication should be enabled on desktops and ALL 
cloud software services where available. 

 

• Dark web monitoring should be enabled in the event that a credential or 
private information is compromised. Monitoring should include alerting 
to be able to take action to protect the business from stolen credentials 
that have been posted for sale. 

 

• A log management software like SIEM should be established to allow big 
data engines to review all data and security logs from all covered devices to 
protect against advanced threats and to meet any compliance requirements. 

 

• Secure Web Gateway should be active to protect users against phishing, 
malware and other Internet-borne threats that can access devices and be 
infected by malicious web traffic, websites and virus/malware. 

• Mobile device security should be implemented on all devices that may 
access company information. 

 

• Encryption should be enabled for data at rest and data in motion. Each 
desktop and laptop should be encrypted. Encryption should also be 
enabled for email and for any cloud file sharing services like OneDrive, 
Dropbox and/or Box. 

• he main office location should have the following documentation 
stored securely. Policies should be disseminated to employees. 

 

o Breach Incident Response Plan 

o Disaster Recovery Plan 

o BYOD Policy 

o Data Loss Prevention Policy 

o Cloud Application Policy (Dropbox, CRM’s, etc) 

o Acceptable Use Policy 

o Various other security policies 
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If you choose not to comply with the above recommendations, ParaTech will continue 
to service your account, however, you agree and understand that if there is a system 
failure or data loss caused by not following the defensive actions identified above, 
that ParaTech will not be held responsible for any data loss or network failures. 
 
It is the Client’s responsibility to discuss with ParaTech whether its systems are in 
compliance with the above.  

All cybersecurity related issues will also be following the service charge schedule laid 
out below: 
 
$10,000 Initial Retainer payable prior to remediation with the following payments 
deducted. 

M- F 8AM – 5PM – 4 Hour Response Window @ $250/hour - 2 Hour Minimum 
After hours and weekends – 4 Hour Response Window @ $500/hour - 2 Hour 

Minimum Unused Balance will be refunded upon remediation completion. 

20.0 Required Signatures 
 
By signing any Agreement with ParaTech LLC, the signing party certifies and warrants that they 
have financial and contractual binding authority for the represented Client and/or organization. 
 
END OF MASTER SERVICE AGREEMENT 


